
Scammers are Getting Better and Better. 
 
They are targeting new and young businesses with propositions of big contracts and 
orders.  This is especially vulnerable during the slow down caused by the CV-19 
pandemic.  Businesses are desperate for revenues. 
 
Also scammers are sending out emails to frighten people into clicking their links.  They look like a legit source 
of someone you may deal with, or a friend!.  They even impersonate your bank and financial institutions. 
 
We have seen a lot of that in regard to email accounts and other service providers you may use such as your 
web domain host, local utility, or a retailer you deal with.  They look like they are your provider.  BUT, they are 
NOT! 
 
Never click or tap on any links until you verify it is legit. 
 
Links can be viruses or malware to invade your computer or device, steal your identity and your financial 
accounts. 
 
Don’t even trust links that end in familiar file types such as: Word file, Excel files, PDF’s, etc.  They can contain 
code to infect and invade your computer or device. 
 

Always be Cautious! 
 
Look at the email address of the sender. 
 
Sometimes it doesn’t show the full email address.  But if you hover over the email address given, a small 
window will pop up. Hover your pointer over the icon that looks like an envelope. The full email address pops 
up and show the source information of the email. Then you can see what it is. If long and/or convoluted, it’s a 
scammer. 
 
On a smart device tap on the ‘View Details’ in the address line at the top of the message. That will show the 
source information of the email. If long and/or convoluted, it’s a scammer. 
 
Scammers are very good at what they do.  They are professional thieves and are trained well in their ways 
and psychology to detect people’s vulnerabilities. 
 

Beware of Phishing! 

Phishing is the fraudulent attempt to obtain sensitive information or data, such as usernames, passwords 
and credit card details, by disguising oneself as a trustworthy entity in an electronic communication. Typically 
carried out by email spoofing,[3] instant messaging, and text messaging, phishing often directs users to 
enter personal information at a fake website which matches the look and feel of the legitimate site. 

Phishing is an example of social engineering techniques used to deceive users. Users 
are lured by communications purporting to be from trusted parties such as social web 
sites, auction sites, banks, colleagues/executives, online payment processors or IT 
administrators. 
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